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Barley Mow Primary School

E Safety Policy

Introduction

At Barley Mow Primary School we understand the responsibility we have to educate our pupils on e-safety issues; teaching them appropriate behaviours and critical thinking skills to enable them to remain both safe and legal when using the internet and related technologies, in and beyond the context of the classroom. 
We have a whole school approach to the safe use of Computing and creating this safe learning environment includes three main elements:

· an effective range of technological tools

· policies and procedures with clear roles and responsibilities

· a comprehensive e-safety programme for pupils, staff and parents. 

For expectations regarding the taking, distribution and publication of photography and videos at Barley Mow Primary, please refer to the Safe Use of Children’s Photography Policy. 

This policy should be read in conjunction with other policies, particularly: Behaviour Policy, Software Theft, Acceptable Use Policy Safeguarding and Equal Opportunities.   

Roles and Responsibilities

E-safety is recognized as an essential aspect of strategic leadership at Barley Mow Primary School.  Miss Howe is the named member of staff for E-Safety. Mrs Watson (Headteacher) has overall responsibility. All teachers are responsible for promoting and supporting safe behaviours in their classrooms and follow school e-safety procedures.  
All staff should be familiar with the school’s policy including:

· safe use of e-mail

· safe use of the Internet 

· safe use of the school network, equipment and data

· safe use of digital images and digital technologies, such as mobile phones and digital cameras

· publication of pupil information / photographs on the school website

· procedures in the event of misuse of technology by any member of the school community

· their role in providing e-safety education for pupils 

· signing the acceptable use policy annually

Managing the school e-safety messages

· we endeavor to embed e-safety messages across the curriculum whenever the internet and/or related technologies are used

· the e-safety policy will be shared with new staff, including the acceptable use policy as part of their induction 

· E-safety posters will be predominantly displayed 

· E-safety meetings for parents will be arranged annually
· A link to the CEOP site to report concerns in relation to E-Safety will be available on the school website 

When parents enroll their children in our school, they are given an acceptable use policy to sign to cover the child’s time in our school. 

Curriculum  
Computing and online resources are increasingly used across the curriculum.  We believe it is essential for e-safety guidance to be given to the pupils on a regular and meaningful basis.  We continually look for new ways to promote e-safety, in addition to ensuring that the e-safety components of the National Curriculum are addressed in every year group. 

· Educating pupils on the dangers of technologies that may be encountered outside school is done informally, when opportunities arise and as part of the curriculum.

· Pupils are taught about copyright and respecting other people’s information, images etc through discussion, modelling and activities as part of the Computing curriculum. 

· Pupils are aware of the impact of online bullying through PSHE and know how to seek help if they are affected by these issues. Pupils are also aware of where to seek advice or help if they experience problems when using the Internet and other related technologies.

· Pupils are taught to critically evaluate materials and learn good searching skills through cross-curricular teacher models, discussions and via the Computing curriculum. 

Managing Internet Access
The internet is an open communication medium, available to all, at all times. Anyone can view information, send messages, discuss ideas and publish material which makes it both an invaluable resource for education as well as a potential risk to young people.
Students will have supervised access to Internet resources through the school’s fixed and mobile internet technology. 

Staff will preview any recommended sites before use. 

Raw image searches are discouraged when working with pupils/ 

Our internet access is controlled and monitored through Gateshead LA ICT Services. 

Staff and pupils are aware that school based email and internet activity can be monitored and explored further if required. 

If staff or pupils discover an unsuitable site, the screen must be switched off/closed and the incident reported immediately to the computing subject leader, who will decide on the next steps, including alerting the ICT team at Gateshead so that they can block the site. 

It is the responsibility of the school, by delegation to ICT services via an SLA to ensure that anti-virus protection is installed and kept up to date on school machines. 

Any changes to filtering must be authorized by the Head or Deputy Head. 

Security and Data Protection
The school and all staff members comply with the Data Protection Act 1998.  Personal data will be recorded, processed, transferred and made available according to the act. Password security is essential for staff, particularly as they are able to access and use pupil data. Staff have secure passwords which are not shared with anyone. All users read and sign an Acceptable Use Agreement to demonstrate that they have understood the school’s E-Safety policy. 

E-Safety Complaints / Incidents 

As a school we take all precautions to ensure e-safety at all times. However, due to the international scale and linked nature of internet content, the availability of mobile technologies and the speed of change, it may mean that unsuitable material may briefly appear on a computer or mobile device.  The school cannot accept liability for material accessed or any consequences of this. Complaint should be made to the Headteacher.  Incidents should be logged and managed appropriately. It is important that the school work in partnership with pupils and parents to educate them about Cyber bullying and children, staff and families need to know what to do if they or anyone they know are a victim of Cyber bullying. All bullying incidents should be recorded and investigated via the school’s system.  

Review of Policy

This policy will be reviewed regularly. The policy will be amended if new technologies are adopted or any guidance or orders are updated.  
Reviewed: September 2022
Next Review: September 2023
